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1.  

2021 ̆ ὤ ̆ ӊн҂ ̆ὲѐ̆

◗ ֒ ֳ ѐ ѝӑ ̆ Ү֒ ̆

ᴇ ̆ аЮ̆ Ὧ Ȃ 

◗ ֒ ₥ ѐ έ зּ У ֒̆ ╗

Э ֒̆ ̆ Ԉ Ȃ ̆ ‍

◗ ֒ ֶ   ѐ ᶕ ̆ Э   ̆

֝н эӝ ш Ȃ 

ѐ 2021 Э ◗   □ ҩ ‍

̆ ӱЭ  Ү֒ ᾳȁ н ȁ   □ э ҩ Ȃ 

2. 2021 Э ὤ ◗  Ү֒ ᾳ 

а ὤ ̆ 2021 ἽЭ ҩ 1200 ◗ ֒  Ү

֒ б̆ 2020 Ὠ 1420 ◗  Ү֒ ︠‍ ὲ̆ѐ

תּ н   ╗ҩ 45%̆ ӱ 400,000 ἷ

⁮ӭ 800,000 ἷ̆ ӨӨ Э Ȃ 

ֳ ◗ ֒  Ү֒ѐ̆ 70% ◗ ֵ ◗ ̆Ԉ

ӻ ̆ ұ ╗ ӻ

̆ ╗ έ У ὤ פֿ ̆ ѐ

У Ȃ 

  ̆ ᴇ Ὧ ⁮◗ ֒  

̆ὲѐέ Colonial Pipeline ◗ Ү֒ȁ

ꜛ Sol Oriens ◗ Ү֒ȁJBS ӊ ◗ Ү֒Ȃ Ҿ  Ү֒

έ APT ̆   Ȃ 

◗ ӊн ̆҂ ӝ╗ὡ̆а ╟◗

ӊн ̆ ᴳ ὲ   ̆ ‍◗ ֵ έ

APT   ╒Ȃ 
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#◗ Ү֒ 

2021 Э ҩ ◗ Ү֒̆ ԏ‟ѡҩУҾ Ү֒ᴐѝ

Ȃ Ὠ Colonial Pipeline Darkside ◗ ֒  Ү֒ȁ

ὤ ᵏ JBS REVil ◗ ֵ  Ү֒ У ╒Ȃ 

# # 

2021 2 ѐ ̆Ziggy ◗ ֒ ṃ ̆ ҩ 922 э

̆ Ȃ 

2021 3 20 ̆ὤ ⁸ REvil ◗ ֒  ̆

5000 Ъ ἷ ̂ 3.3
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2021 6 11 ̆ ꜛ Sol Oriens REvil ◗ ֒  ̆

Ȃ 

2021 6 14 ̆Avaddon ◗ ֒ ṃ ̆ 2934 э

Ȃ  

2021 6 ѐ P̆aradise ◗ ֒ .NET ᵸ ̆

Dharma ◗ ֒ 2020 Ѯ ̆ Ԇ үэў ◗

֒Ȃ 

 

 #◗ ֵ 

2021 ̆Ԉ◗ ֒ѝў ֵ҂ ҩ УҾ̆ע

ᴇ ṃ ЎҾ ᴇ ЎҾ ᴇ ṃ ╟̆R Egregor

MazeȂў ◗ ֵ ᴁ ὰ◗ ֵ ̆ӱ ◗

а Ȃ 

ὲѐ̆УҾ◗ ֒ ֵӱ◗ ֒ ╘̂RaaS̃ ע ╘̆

Ἵ ҩὲӹ Ȃ 

2021 ҩ ◗ ֵ╗ὡ̆ὲѐ RevilȁDark

SideȁAvaddonȁConti Babuk̆2021 Э ◗ ֵ  Ү֒ ‍

Ю Ȃ 

 

2021 Э ◗ ֵ  Ү֒ ‍  
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2021 ◗  Ү֒ѐ̆   ╟ ѝ Conti ̆ Э

 Ү֒ 21.82%̆ ү Avaddon 6 14 Ὧ Ȃ

Ὧ DarkSide Revil ὲ̆ѐ DarkSide  

Ү֒ ᴐᶅ ̆ ṃ ȂRevil ӭ ̆ὲ  ҩ э

ᴇ̆ᴿ ꜛ ȁ ȁJBS ӊ

Ȃ 

 

ԈЮ 2021 ѝ УҾ◗ Ӯ Ȃ 

 Babuk  

Babuk 2021 ╗ὡ ὰ◗ ֵ̆ ֒Ȃὲᴳ

BabukLocker ◗ ֒ұ 2021 1 ̆ᴐѝӭ   ◗

֒̆ а Babuk Locker ̆ ╗ҩ ◗

╖ Ȃ 

Babuk ◗ ֒   ֝н̆ NBA ֭ ȁ

ў ᾙҮ ꜛ PDI Ԉ ⁸ YamabikoὨ Ȃ4 27 B̆abuk

◗ ֒ ֵ  ҩ שּ ֶ ̆ аӇ

ӝᶕ ̆ ֶ   FBI CSA ̆ ὲ

╚Ȃ 

 

 Avaddon 

Avaddon ◗ ֒ ֵ ᵸ ̆ 2020 6 2 ұ

ᵸ ̆ Avaddon ◗ ֒ ҩᵏ ᴳ Ѯ ҂̆ ᵏ

◗ ╘̂RaaS̃ ᴐԈ ‾ Ȃ 

Avaddon ◗ ֵ‾ Phorpiex
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 Conti  

Conti ◗ ֒ 2019 12 ̆ 2020 7 ᴐѝэӝ ◗

֒ ╘̂RaaS̃ ̆ ұ ὰ ◗ ֒ ֵ̆ ѝ

Ryuk ◗ ֒ Ȃ 

Conti ◗ ֒ ֵ ּ֒ ̆ꜛ Trickbot/Emotet

BazarLoaderȂ2021 5 C̆onti ◗ ֒ ֵ  ҩ ꜛ  

BlueForce ὬὨὭ ╘ HSĔ‍⁞ 969,000 ἷ

19,999,000 ἷ Ȃ У ѐ C̆onti ◗ ֒ ֵ  ҩ

16 эּת ᶑṌ ╘ ̆ ҩ 400 эὤ ̆ὲѐ 290 э

ᴁұ Ȃ 

 

 DarkSide   

DarkSide 2020 8 ̆Ԉ◗ ֒ ╘̂RaaS̃ ̆

аֶ◗ תּ ȁ ȁ ‾ ȂDarkSide ⁮ ֝н

ᶕ н֝ה ╒̆ ᾋᾱ ◗ Ȃ ̆ а⁮

У ᾃ̆ ҩ 99 э ̆ὲѐ 47% ӻҩ ̆

ӻ ѝ 190 Ъ ἷ̆ ὡ 9000 Ъ ἷȂ 

2021 5 Darksidĕ‫ ◗ ֒ ֵ  ҩ Brenntag א ‍ ̆

Brenntag  DarkSide ◗ ֒ ֵ ӻҩ֓ḣ 440 Ъ ἷ

Ȃ 

5 7 D̆arkside ◗ ֒ ֵ  ҩ Ὠ Colonial 

Pipelinĕ Ὠ DarkSide ӻҩ 500 Ъ ἷ̂ 3200 Ъӝ ̃

̆ ҩ ‍ ̆ DarkSide ̆

̆ 5 17 Ὧ Ȃ 

 

 Revil/Sodinokibi 

◗ ̆ ̆ Ԉ ⁸ ̆  

ҩ э ̆ᴿ ᴐ Ȃ 

Revil ₥ ◗ ֒ ̂RaaS̃̆ұ 2019 5 24
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‾ ̆Revil ѝ GandCrab ľ ӝĿȂGandCrab

RaaS ◗ ֒ ̆ 2019 6 ṃ Ȃ 

REvil ч ̆Ԉ ᾃ ȁѐ ֝нᴐѝ   ◗

 ̆REvil ◗ ֒ У ⁸̆   ◗  ̆ Э
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2021 Э ◗  Ү֒ н‍  

 

 ὨὭ н 

‾ ◗ ֒  Ὧ ̆ Ҿ  

ᴐ ╒Ȃ5 7 ̆ Colonial Pipeline

Ὠ ◗ ֒  ̆ ṃ н╘̆ п ᵏ ш

Ȃ Ү֒ аѨ̆5 14 ̆ Ὤ ╘ (HSE)

⁮◗ ֒  ̆ Ү֒ ᴳּת ╘ ṃ ̆ תּ

╗ Ȃ 

(Temple University) Ὠ ̆ 2019

2020 ̆ Ὧ   ҩ 440 ̆ 2021 ̆ э

а Э ̆ з ̆   ֶ Ȃ 

 

 н 

У ẏ ӊ ȁ ╘ ȁ ᶕ ̆

‍ ῆ ̆ ὲ‟ѝ Ȃ ᾞ ὤ ̆

⁮ Э̆ н   ҃
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ὤ ╒Ȃ 2021 Ԉ ◗ ֒  ѐ ҩ 700 ҃ ‚̆

  40 Ъ ἷ Ȃ
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◗ ╖ Ү֒ Ἵ̆УҾ й ‍ ⁮ҩ ֶ̆

╗ὡ◗ н̆   ◗   ̆R ᾃ

Ѭ◗ ֒ Andariel ̕ ֛ Locky ѐ ◗ ֒ ̆

̆ ע   □̆ ╘ ѝ ‍ ᵏҩᵳ‾̆ᴳὲ а

έ ᾳЮ҂  Ȃ 
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н ⁸ У Ὧ ‍̆ ұע ȁ

ȁ ‾ ̆ Ҿ ⁮◗ ֒  ̆ ṃ ȁṃ

ш ̆   а ̆з έ Ȃ 

2020 1 ̆Dragos ὤὨ ҩУэ EKANS ◗

֒̆ ◗ ֒ н ⁸ ̆╗ ὲ╢ ⁸̆

ӻ Ԉ Ȃ ֒ έ   ѝ̆R

ѝӝ ̂ ̃  Ү֒̆  

̆ ֦ ‚Ȃ EKANS ◗ ֒ аЭ 7tuxnet̆

ת   н ̆ ҂ ѝᴇ Ὧ

ᴇ   ╗ Ȃ 

 

 ע◗ ֒ 

2021 6 17 ̆ ӝ Уэ ѝľDarkRadiationĿ ◗

֒̆ Linux Docker Ҵ ̆DarkRadiation ұ Bash ᾗ̆

  ̆ ᴳ ҩУ Bash э C&C̆

έ эᵑ ̆ API б Telegrambot ᶕȂ 

ұ а ̆ Ԇ ̆ έ

а ̆ Ԉ ᵑ ұ ֒ ὤ ֒ ӱ̆

╗ ̆ ̆ ע ◗ ֒  Ȃ 

 ᴣ ◗    

◗ Ү֒ ЎҾ ⁮ҩ ֶ̆  

׆ ◗ Ү֒Ԉ ̆ ╟  ̆

ὲѐ NotPetya  Ү֒Ȃ 

2017 6 ѯ̆ἿὬ NotPetya ◗ ֒   N̆otPetya ῆ

ҩѯἿὬ ֶ ֒̂M.E.Doc̃ ╘ ̆ ꜛ ֒

̆ эḮ ѯἿὬ ֒ э ּ ẹ̆ У ̆

ᵸ ֝н Rosneft 80 ᵸ ȁѯἿὬὨ ⁮

 Ȃ Ӈ ȁ֝нȁ н ὡ ̆ Ὧ
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ӻ 300 ἷ Ȃ Ү֒ 100 Ӣ ἷ Ȃ2020

10 19 ̆ 6 ᵸ ӝ ̆ ὲб 2017

NotPetya   Ὧ̆ ҉ ̆ 6 эӝѝҩᵸ ‾ ̆ ȁ

ҵⱶ ̆ ᵩὡ ̆ ֒ ҩУ ‟

ѝȂ 

◗   ╟ ̆ ‍

ᴳ Ȃᴿ ѝб֦ Ὧ Agriusȁn3tw0rm Pay2Key ̆

Ҿ◗ ֵ   ᴂ̆ зб ֝н а ̆ Ѳ ╟ Ȃ

ѝԈ◗  Ѯ ̆ ╟Ѯ ̆  Ԉ ‟ ᴇ ̆ӱ

  Ȃ 

 ╘ ᴂ    

ὤ ̆ Ю ҂ ▲ ̆   ֒

╘̆ ╘ ᵏ ў ԈЮΰ ᵏ̔ 

1. 
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  έ ╟ ̆ ⁮ Ȃ 

 

CaaS ⁮ ֒ ̆ᵳ ҩ ╘ ̆ᴿ

◗ ֒ ╘̂ RaaS ȁ̃ ֒ᶑ ╘̂ PaaS ȁ̃ ֒ ╘̂ MaaS̃

Ԉ ‫ ╘ Ȃ 

ὲѐ ◗ ֒ ╘̂RaaS̃ ̆ ҩ

‍ ◗ ֒ ̆ ұ   ᴂȁз ̆ ᾃ ҩ

а ὰ ◗ ֵ̆ ᴳ ◗ Ү֒   ҩ Э Ȃḣ У

̆ ‍◗ ֵӱ RaaS
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ѝҩ ӻ ת̆ ᴐ ‚ Ὠ̆

ᾱ ṃ ╘̆ ᴳ 300 нȂ 

Ҿ ֝н аέ ᶑ ╒, ұ Ѳ

 Ү֒   ̆ ֝н   ̆

◗  ѐ ̆ їὨ   ᷆ Ȃ◗ ֵֶ

֝н ὡ ◗ ̆ ҩ  ̆ ֝н ◗

 Ү֒ ֶ Э □Ȃ 

 ֛ ӻΰ  


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Ȃ ◗ ֒ ὡ ̆ӹԏ ̆

♅ ӝ Ȃ 

УҾ◗ ֵ̂ᴿ RyukȁEgregor Revil̃ ֶ б ұ‫

֒̂ ᴿ TrickBotȁBazaLoader IcedID̃ б ᴐ̆

ᴿ ӊ ֒ Emotet̆ У έ ╖ ֒‍ ̆

2018 2020 ‍ ◗ ֒̆ ӭ 1 ̆ ҩEmotet

̆ У Ȃ 

 ᶕ ֓ḣ  

◗ ֵ   ֶἼ ᵚ ̆‾ έ ⁞ ֓ḣ ̆

  ̆   ̆ ‍ Ὠ ὡ ᾰͅ⁸

Ὠ ᾃ Ȃ УҾ‫ Ԇ ̂TrickBotȁBazaLoader

IcedID̃ ὡᵩҩ Ὠ ̆◗ ֵ ֶбὲ ᴐ̆ ғ ̆

‾ ֒ ╟ ὤ ὡᵩȂ 

5. ὤ ұ◗ ֒  

ᶕ (GCHQ) ὤ ӝ ̆◗ ֒ ї

ў Ȃ ὤѐ ̂NCSC̃ Lindy Cameron ѐ

̆ ‍ а ̆ RaaS ╖̆

╗ ӻ а ̆ жнȂ 

Colonial Pipeline  Ѯ ̆

◗ ֒   ⁮б ўѬ נ ִἼ ⁞Ȃ 

א G7 ֶЭ̆G7 ӝ̂ ȁ ȁ╗ ȁ ȁ

ȁ ‾̆╗Э ̃ ̆ Ὥ ╡╒̆Ԉ ᾱ ◗

֒ а Ὥӎ Ȃ ⁞ ὲ ᾃ

ᴐ ◗ ֒ ̆ ‍ ὲ ѝ Ȃ ұ ◗ ֒  

ᵸ ◗ ֒ ֵ ̆ ̆G7 ӝ ⁞ ᵸ ὲ

ᾃ ◗ ֒   ‍ ֗Ȃ 
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ӱ G7 ֶЭ Ԉ  ̆ ӝ  ◗ ֒

Ὥ Ȃ ὤ   ◗ Ὥ ̆ ◗

ֵ ֶ ╗Ȃ 

6. Ү  

̆◗ ֒   ӱ 700,000 ἷ ╗ ӭ

1,700,000 ἷ̆ ⁮Ү֒ ̆

◗ ֵ   ̆ў ᴇ ԈЮΰ ̔ 

1. Ү֒ ̔ ‍֝н аέ ὤ ̆  Ү֒ ̆

ᶕ ὤж Ү֒ȁ ᶢ ȂҮ֒ ұ

ὡᵩ ╠̆ ᾋ נ  Ȃ ұ

◗ ֒ ╗ а ̆҂   ҩ н╘

╠ ᾳȂ 

2. ֙ ̔ѝ ὁᾋ ⁮   ̆֝н ṁ ֙

Ὧ ẹ ῆ ̆ ֙ ẏ̆Ԉᵳ נ

  ╘ Ȃ 

3. ̔֝н ⁮   ѝᴳ ᴂ ȁ

֒̆ Ὧ ̆ ᶑ ᴐ

ὤ Ф ̆ ֒ ӊ ̆

֙ ᶑ ὁ  Ȃ 

4. ̔◗  Үֶ֒ ֝н У ̆ӱ ᵏ

ὲӹ Ь Ѯ ᴐὯ ̆ ӊ ᶕ֗ ̆ ᴐ Ȃ 

5. ̔ ұ ‍ ̆ ֝н

ᶕ ̆ ‡ ї Ȃᴿ

⁸ Evil Corp ◗ ̆ Evil Corp ӻ ѝ

ѝ OFAĈ ӊ ⁸╕Ὠ ̃ ̆֝н їш ̆

ұ ◗ ֒ ᴳ ◗ ̆֝н а ӻ ̆ ї

У ̆ ̆֝н ұч Ȃ 
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Ὠ ◗   ̆ Ἵ ҩ ᴉ Э

н╘ ̆ ҩ ὡᵩ Ȃ ӭ У ◗  Ү֒ѐ̆У

Ὠ ӻҩ Ъ ἷԈ ̆ ч ᾃ

https://assets.sentinelone.com/sentinellabs/evol-agrius


https://cybernews.com/security/crimeware-as-a-service-model-is-sweeping-over-the-cybercrime-world/
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https://www.proofpoint.com/us/blog/threat-insight/first-step-initial-access-leads-ransomware
https://www.proofpoint.com/us/blog/threat-insight/first-step-initial-access-leads-ransomware
https://www.sentinelone.com/blog/how-ransomware-attacks-are-threatening-our-critical-infrastructure/
https://www.sentinelone.com/blog/how-ransomware-attacks-are-threatening-our-critical-infrastructure/
https://www.trendmicro.com/en_us/research/21/f/bash-ransomware-darkradiation-targets-red-hat--and-debian-based-linux-distributions.html
https://www.trendmicro.com/en_us/research/21/f/bash-ransomware-darkradiation-targets-red-hat--and-debian-based-linux-distributions.html
https://www.dragos.com/blog/industry-news/ekans-ransomware-and-ics-operations/
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https://www.ncsc.gov.uk/news/rusi-lecture

